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Cyber Threat Intelligence - Purple Process

ATT&CKing the Status Quo: Threat-Based Adversary Emulation with MITRE ATT&CK - Katie Nickels and Cody Thomas

https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1536260992.pdf


“Threat intelligence is data that is collected, processed, and analyzed to 
understand a threat actor’s motives, targets, and attack behaviors.”

-CrowdStrike https://www.crowdstrike.com/cybersecurity-101/threat-intelligence/ 

 Cyber Threat Intelligence

https://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp2_0.pdf 

https://www.crowdstrike.com/cybersecurity-101/threat-intelligence/
https://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp2_0.pdf


What is a threat?

https://www.incibe-cert.es/en/blog/active-defence-and-intelligence-threat-intelligence-industrial-environments 

https://www.incibe-cert.es/en/blog/active-defence-and-intelligence-threat-intelligence-industrial-environments
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Prioritizing Threats - Threat Box

Andy Piazza - Threat Box 
https://klrgrz.medium.com/quantifying-threat-actors-with-threat-box-e6b641109b11 

https://klrgrz.medium.com/quantifying-threat-actors-with-threat-box-e6b641109b11
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Intelligence Timeline

MITRE ATT&CK™
2015

Pyramid of Pain
2013

APT1
2013

Cyber Kill Chain®
2011



Lockheed Martin Cyber Kill Chain®

8https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html 

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html


● Focused on the human element
○ There’s an organization of people behind it
○ Organizations have approved:

■ Actions
■ Tooling
■ Training
■ Manuals

APT 1 Report
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APT1 & Conti 

https://www.mandiant.com/sites/default/files/2021-09/man
diant-apt1-report.pdf

https://github.com/scythe-io/community-thr
eats/blob/master/Conti/Conti_Playbook_Tra

nslated.pdf
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David Bianco: http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

Pyramid of Pain

http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html


“(91.81%) were submitted from only a single source. There were also a substantial number of files submitted by 
exactly two (5.74%) or three (1.02%) sources. Together those three categories account for 98.57% percent of all 
malicious files.” -David Bianco

Atomic Indicators: Hashes

http://detect-respond.blogspot.com/2022/04/stop-using-ha
shes-for-detection-and.html

http://detect-respond.blogspot.com/2022/04/stop-using-hashes-for-detection-and.html


● Two years after APT 1 Report and Pyramid of Pain
● Developed as a way to categorize actor activity

○ One way function
■ Procedures and observations -> Techniques

ATT&CK™
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S0129 – AutoIT

T1068 – Exploitation for Privilege Escalation

S0194 - PowerSploit

T1003 - Credential Dumping

IP Address

S0002 - Mimikatz S0192 - Pupy

Hash Value

T1086 - Powershell

ATT&CKing the Status Quo: Threat-Based Adversary Emulation with MITRE ATT&CK - Katie Nickels and Cody Thomas

Direction: Extract TTPs

https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1536260992.pdf
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How the technique was carried out. 
For example, the attacker used 
procdump -ma lsass.exe lsass_dump

Procedures

STRATEGIC

Tactics represent the strategic goal of 
the adversary. For example, TA006 - 
Credential Access

Tactics

Techniques represent the tactical goal of the 
procedure. For example, T1003.001 - OS 
Credential Dumping: LSASS Memory.

Techniques

Breaking Out TTPs



● “Tactics represent the ‘why’ of an ATT&CK technique or sub-technique. It is the 
adversary's tactical goal: the reason for performing an action. For example, an 
adversary may want to achieve credential access.” - MITRE ATT&CK
○ This level isn’t granular enough to make actionable defense
○ Helps categorize techniques into buckets

Tactics

https://attack.mitre.org/tactics/enterprise/


● Current level of most intelligence sharing
○ In this example it doesn’t specify how the actor conducts the 

technique

Techniques

Tactics represent the strategic goal of 
the adversary. For example, TA006 - 
Credential Access

Tactics

Techniques represent the tactical goal of the 
procedure. For example, T1003.001 - OS 
Credential Dumping: LSASS Memory.

Techniques
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ATT&CK™ Techniques

Jamie Williams @jamieantisocial
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ATT&CK™ Check Box Fallacy

https://medium.com/falconforce/sysmon-vs-microsoft-defen
der-for-endpoint-mde-internals-0x01-1e5663b10347



Procedure Assumption

tasklist

Process 
Discovery   

T1057

Get-Process CreateToolhelp32Snapshot Function

wmic process get /format:listWindows Command Line
T1059.003

PowerShell
T1059.001

Windows Management Instrumentation
T1047

Native API
T1106



Procedure Assumption - APT 1 Example



Procedures



● How the adversary carries out their actions
○ Best for emulation and detection validation

Procedures

Tactics
TA006 - Credential Access

Techniques
T1003.001 - OS Credential 
Dumping: LSASS Memory.

Procedures
How the technique is 
carried out. For example, 
the attacker used 
procdump -ma lsass.exe 
lsass_dump



Cyber Threat Intelligence has improved from Indicators of Compromise to 
Indicators of Behaviors and mapping to MITRE ATT&CK. However…

24

Procedure-level intel

https://thedfirreport.com/2022/02/21/qbot-and-zerologon-lead-to-full-doma
in-compromise/ 

https://thedfirreport.com/2022/02/21/qbot-and-zerologon-lead-to-full-domain-compromise/
https://thedfirreport.com/2022/02/21/qbot-and-zerologon-lead-to-full-domain-compromise/


● Focus on the human element and behaviours
○ Training
○ Tools
○ Approved Actions
○ Runbooks
○ Habits

● Conti Playbook Example
○ “In one case, we observed the operator copying and pasting commands from a script, 

neglecting to provide the actual IPv4 addresses as the required parameter” -TheDFIRReport

Procedure Level - Human Element

https://thedfirreport.com/2022/03/07/2021-year-in-review/

https://thedfirreport.com/2022/03/07/2021-year-in-review/


● Focus on collecting and sharing procedures
○ Drives Emulation and Detection Verification

○ Mshta.exe with WAN connection

○ Whoami execution
■ May scope to execution

with certain command line
parameters

Cyber Threat Intelligence

Microsoft MSTIC Blog

https://www.microsoft.com/security/blog/2021/07/13/microsoft-discovers-threat-actor-targeting-solarwinds-serv-u-software-with-0-day-exploit/?ranMID=24542&ranEAID=TnL5HPStwNw&ranSiteID=TnL5HPStwNw-3bDn.wKeL5vkM1x_ka0C2g&epi=TnL5HPStwNw-3bDn.wKeL5vkM1x_ka0C2g&irgwc=1&OCID=AID2200057_aff_7593_1243925&tduid=%28ir__0k6vpvup3ckf6hsxqwh1wonya22xomcol60uykml00%29%287593%29%281243925%29%28TnL5HPStwNw-3bDn.wKeL5vkM1x_ka0C2g%29%28%29&irclickid=_0k6vpvup3ckf6hsxqwh1wonya22xomcol60uykml00


● Reports
○ Review open and closed source reports.

■ ISO -> LNK Example

● Incidents
○ Review observed incidents in the organization.

● Honey Pots
○ Analyze honey pot activity.

■ Even minimal interaction can help identify adversaries in early stages

● Sandboxing
○ Sandbox email malware samples.

Cyber Threat Intelligence: Collecting



● Emulate observed procedures
○ Test known procedures first to verify controls

● Adapt procedures
○ ISO -> LNK -> Substitute Rundll32

● Hypothesis and test variations to break detection
○ Work with Blue Team

Red Team Emulations
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Operationalized Purple Team

New CTI/Procedures

Emulate Attack

Analyze & Organize TTPs

Tabletop
Purple
Team

2

1

5 4

3

Dissemination

Processing Collection

Direction

Detection 
Engineering



● ATT&CK™ Pivot
○ Procedure -> Technique -> Logs

Logging

https://attack.mitre.org/techniques/T1059/001/ 

https://attack.mitre.org/techniques/T1059/001/


31

Alert



Detection Drivers



● Leverage Red Team to test, verify, and augment
■ Don’t focus too granular

Detection Engineering



● “Indicators of attack (IOA) focus on detecting…regardless of the malware or exploit used in an 
attack.” -CrowdStrike https://www.crowdstrike.com/cybersecurity-101/indicators-of-compromise/ioa-vs-ioc/

Indicators of Attack

>



● Understand threat landscape and attacker playbooks
■ Example: If you don’t know PowerShell is used in 

malicious activity, you won’t try to detect it.
■ Practice

● Focus on Procedures
■ Not Technique Level
■ IOC Feeds do not equal threat understanding

● Verify Response
○ Mimikatz on domain controller example

Monitoring and Response



Available at https://scythe.io/ptef
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Purple Team Exercise Framework (v2)

https://scythe.io/ptef


Happy Procedure Level 
Purple Teaming!


